OWASP Top 10 - Web (2021 and 2025)

OWASP Top 10:2021 (A01-A10) explained with CWE names, detection coverage, 2017 and 2025 deltas, secure configuration

#OWASPTopl0 #WebSecurity #AppSec #Vulnerabilities

@ What the list is

® OWASP Top 10:2021

OWASP (Open Worldwide Application Security Project, a non-profit foundation) publishes

an awareness document, not a standard: the ten most critical web application risk cate-
gories. Eight categories are ranked from vulnerability data on 500k+ applications; two (A04,
A10) come from a community survey of practitioners, to capture risks the data cannot see yet.
Each category groups several CWEs (Common Weakness Enumeration: MITRE's catalogue of
weakness types, e.g. CWE-89 = SQL injection). For a testable requirement list use ASVS (Ap-
plication Security Verification Standard); for how to test use WSTG (Web Security Testing
Guide).

Incidence rate — Share of tested applications that had at least one CWE of the category (not the
number of findings).

CWE — Common Weakness Enumeration: MITRE catalogue of software weakness types, each with
a number and a name.

Root-cause category — Category named after why the flaw exists (e.g. Insecure Design) rather
than its symptom (e.g. a specific attack).

IDOR — Insecure Direct Object Reference: the app uses an id from the request without checking
the caller may access that object.

SSRF — Server-Side Request Forgery: the server is made to send a request to a URL chosen by the
attacker.

XXE — XML External Entity: an XML parser resolves an entity pointing to a file or URL, leaking
data or reaching internal hosts.

94% 400 842 3

apps tested for some form
CWEs analysed

categories from data +
of AO1

new categories in 2021

survey

2003 | First OWASP Top 10 released
2010 | Risk-rating methodology introduced (likelihood x impact)

2013 | A9 Using Components with Known Vulnerabilities added

2017 | Data call from 404 organisations; XXE and Insecure Deserialization added

2021 | Root-cause categories; A04 Insecure Design, A08 Integrity Failures, A10 SSRF added

2025 | Release candidate (Nov 2025): Software Supply Chain Failures and Mishandling of Exceptional Conditions

added, SSRF merged into A01

@ A01 Broken Access Control

Users act outside their permissions: IDOR (change

an id, see another user’s data), path traversal, forced
browsing to admin URLs, privilege escalation, permissive
CORS, JWT (JSON Web Token) tampering. CWEs: 22
Path Traversal, 200 Exposure of Sensitive Information,
284 Improper Access Control, 352 CSRF, 639 Authoriza-
tion Bypass Through User-Controlled Key. 34 CWEs.

<> A03 Injection

Untrusted input reaches an interpreter as code: SQL,
NoSQL, OS command, LDAP, expression languages
(EL/OGNL), SSTI (server-side template injection). XSS
(cross-site scripting) now lives here. CWEs: 79 XSS,

89 SQL Injection, 73 External Control of File Name or
Path, 78 OS Command Injection. 33 CWEs.

A05 Security Misconfiguration
Default accounts and settings, open cloud buckets, ver-
bose error pages, unneeded features enabled, missing
security headers. XXE merged here (the fix is a parser
setting). CWEs: 16 Configuration, 611 Improper Re-
striction of XML External Entity Reference. 20 CWEs.

A07 ldentification and Authentication Fail-
ures
Was Broken Authentication. Credential stuffing, default
passwords, weak recovery, missing MFA (multi-factor
authentication), session fixation, session ids in URLs.
CWEs: 287 Improper Authentication, 297 Improper Cer-
tificate Validation with Host Mismatch, 384 Session
Fixation. 22 CWEs.

{r A01-A10 (2021): what each category checks

Q. A02 Cryptographic Failures

Was Sensitive Data Exposure (renamed after the root
cause). Cleartext transport, weak or home-made al-
gorithms, hard-coded keys, weak randomness, miss-
ing HSTS (HTTP Strict Transport Security). CWEs:
259 Use of Hard-coded Password, 327 Broken or Risky
Crypto Algorithm, 331 Insufficient Entropy. 29 CWEs.

A04 Insecure Design
New (survey). The control was never designed, so per-
fect code cannot fix it: no threat model, no abuse cases,
unlimited retries, trust-boundary violations. CWEs: 209
Error Message with Sensitive Info, 256 Plaintext Stor-
age of Password, 501 Trust Boundary Violation, 522
Insufficiently Protected Credentials. 40 CWEs.

A06 Vulnerable and Outdated Components
Unsupported or unpatched libraries, frameworks, run-
times, OS; no inventory, no SCA (software composition
analysis). Highest average incidence (8.77%). CWEs:
1104 Use of Unmaintained Third-Party Components,
plus 937 and 1035 (the 2013 and 2017 'known vulnera-
ble components’ categories). 3 CWEs.

A08 Software and Data Integrity Failures
New. Code or data trusted without an integrity check:
insecure Cl/CD (continuous integration / delivery)
pipelines, unsigned auto-updates, insecure deserialization
(former A8:2017). CWEs: 502 Deserialization of Un-
trusted Data, 494 Download of Code Without Integrity
Check, 829 Inclusion of Functionality from Untrusted
Control Sphere. 10 CWEs.
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/\ A09 Security Logging and Monitoring Fail-
ures

Logins, failures and high-value transactions not logged;
logs not monitored; no alerting; logs only local. CWEs:
778 Insufficient Logging, 117 Improper Output Neu-
tralization for Logs (log injection), 223 Omission of

@ A10 Server-Side Request Forgery

New (survey). The server fetches a user-supplied

URL without validation and reaches cloud metadata
(169.254.169.254 holds temporary cloud credentials),
internal services or localhost admin ports. CWE-918

Classify a finding

Security-relevant Information, 532 Sensitive Information SSRF. 1 CWE.

in Log File. 4 CWEs.

Input run as code?

0

Ye: AO03 Injection

S
Yes A01 Access Control

A09 Logging failures 6.51%
Wrong user
?
A05 Misconfiguration 4.51% reaches data?
A02 Crypto failures 4.49% N|0
AO01 Access control 3.81%
Known-CVE library? Yes A06 Comp: s
A03 Injection 3.37%
A04 Insecure design 3% Nf
A10 SSRF 2.72% i
Setting or default? Yes A05 Mi ation
A07 Auth failures 2.55%
. . o, No
AO08 Integrity failures 2.05%
T T T T 1
0% 2% 4% 6% 8% 10% Design gap: A04, or
A02/A07/A08/A09 by topic

Ranking weighs incidence (share of apps affected) with exploit and impact scores, not raw find-
ing count. AO1 Broken Access Control is #1 because 94% of apps were tested for it and its
max incidence is 55.97%; A06 Outdated Components has the highest average incidence but
only 3 CWEs. Exams (CEH, Security+ SYO0-701 objective 2.3, PenTest+) ask you to classify an
attack: IDOR is A01 Access Control, not A03 Injection; XXE is AO5 Misconfiguration; deserial-
ization is AO8 Integrity Failures.
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Q Detection coverage: category x method

SAST DAST SCA Manual / review
AO01 Access control low medium low
A02 Crypto high medium low high
A04 Design low low low “

A05 Misconfig medium “ low high

A06 Components low medium “ low

A07 Auth medium high low high

A08 Integrity medium low high high
A09 Logging medium low low “

A10 SSRF high medium low high

Tool What it covers

semgrep --config p/owasp-top-ten . SAST rule pack mapped to the Top 10 (crypto, injection, deserializa-

tion patterns)

zap-baseline.py -t https://app.example -r
report.html

DAST passive baseline on your own app: headers, cookies, informa-
tion disclosure (A05)

dependency-check --project app --scan ./ -f OWASP SCA: known CVEs in dependencies (A06)
HTML

trivy fs --scanners vuln,secret,misconfig . Vulnerable packages, leaked secrets, laC (infrastructure as code)

misconfig (A02, A05, A06)

gitleaks detect --source .
leaks. json

—--report-path Hard-coded keys and tokens in git history (A02)

Automated scanning vs manual review

v Scanners (SAST, DAST, SCA) X What only humans catch

+ Cheap to run on every commit or build — Business-logic abuse (negative quantity, skipped workflow

step)

+ Good at pattern flaws: SQLi, XSS, known CVEs, missing — Authorization per object and per role (A01)

headers

+ Repeatable evidence for audits — Missing controls (A04) and missing logs (A09): nothing to

match

D From 2017 to 2021 to 2025

2017

2021

2025 (RC1, Nov 2025)

Al Injection

A2 Broken Authentication
A3 Sensitive Data Exposure
A4 XXE

A5 Broken Access Control

A6 Security Misconfiguration
A7 XSS
A8 Insecure Deserialization

A9 Components with Known
Vulns

A10 Insufficient Logging

A03 Injection (XSS merged)
AO07 ldentification & Auth Failures
A02 Cryptographic Failures
merged into A0O5 Misconfiguration
AO01 Broken Access Control

AO05 Security Misconfiguration
merged into A03 Injection

A08 Software & Data Integrity
Failures

A06 Vulnerable & Outdated Com-
ponents

A09 Logging & Monitoring Fail-
ures

A04 Insecure Design (new)

A10 SSRF (new)

AO05 Injection

AO07 Authentication Failures
A04 Cryptographic Failures
A02 Security Misconfiguration
AO01 Broken Access Control (+
SSRF)

A02 (rose to #2)
in AO5 Injection

A08 Software or Data Integrity
Failures

A03 Software Supply Chain Fail-
ures (broadened)

A09 Logging & Alerting Failures

A06 Insecure Design
A10 Mishandling of Exceptional
Conditions (new)

® A03:2025 Software Supply Chain Failures new scope: not only outdated libraries but compromised build
systems, registries, maintainers and CI/CD (xz-utils style)
® A10:2025 Mishandling of Exceptional Conditions new: errors and edge cases that leave the app fail-open

or leak data

A02:2025 Security Misconfiguration rose from #5 to #2: more software is configuration-driven (cloud, con-

tainers)

® SSRF no longer its own entry; folded into A01 Broken Access Control
® A09:2025 Logging & Alerting Failures renamed to stress that logs without alerts do not help

Requirement

ASVS 5.0 chapter

WSTG 4.2 category

CWE Top 25 (2024
rank)

A01 Broken Access Control

A02 Security Misconfiguration
A03 Software Supply Chain Fail-
ures

A04 Cryptographic Failures

A05 Injection

A06 Insecure Design

A07 Authentication Failures

A08 Software or Data Integrity
Failures

V8 Authorization; V1
(SSRF)

ATHZ; INPV-19 SSRF

22 (#5), 352 (#4), 862
(#9), 863 (#18), 918
(#19)

V13 Configuration; V3 CONF none ranked
headers, cookies
V15.2 dependencies; V13 INFO-08/09 none ranked

fingerprinting only

V11 Cryptography; V12
TLS
V1 Encoding; V2

V2.3 business logic; V15

V6, V7, V9, V10

V1.5 deserialization; V3.6
SRI

CRYP

INPV; CLNT (DOM
Validation XSS)

BUSL
ATHN; SESS; IDNT

no dedicated test

none ranked

79 (#1), 89 (#3), 78
(#7), 94 (#11), 77
(#13)

434 upload (#10)
287 (#14), 798 (#22),
306 (#25)

502 (#16)
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A09 Logging and Alerting Fail- V16.2-16.4 logging no dedicated test none ranked A06 Components SBOM (software bill of materials, CycloneDX or SPDX format); SCA in

ures ) ) Cl; remove unused deps; advisory feeds; patch SLA by severity
é;gdli\il;:::ndlmg of Exceptional V165 e{/r:;gand“"g; ERRH 476 (#21), 400 (#24) A07 Auth MFA; breached-password check; no default credentials; generic failure
messages; new session id on login; throttling
A08 Integrity Signed artefacts (Sigstore/cosign); SRI (Subresource Integrity hash on
CDN scripts); lockfiles with hashes; reviewed pipeline config; no deseriali-
sation of untrusted input
A09 Logging Log logins, auth and access-control failures with user context; central
SIEM; alerting; tamper-evident retention; IR (incident response) run-
The 2025 list was announced as a release candidate in November 2025; the final OWASP Top books
10:2025 on topl0.owasp.org keeps the same numbering (A0l Broken Access Control to A10 A10 SSRF Destination allow-list; block RFC 1918 private, link-local and loopback

Mishandling of Exceptional Conditions). 2021 ids remain the ones most exams and many tools

. .. . . ranges after DNS resolution; no redirects followed; egress segmentation;
still reference, so state the edition when quoting an id in a report.

IMDSv2 (token-protected cloud metadata)

‘= Mishandling of Exceptional Conditions nginx security headers (A05)
X g . g g . g add_header Strict-Transport-Security
A10:2025. Errors, unexpected states and failed checks that leave the application insecure: fail- "max-age=63072000; includeSubDomains; preload" always;

open logic (a failed authorization call treated as allowed), swallowed exceptions, missing time- add_header Content-Security-Policy
outs, stack traces shown to users. Root-cause category, like Insecure Design. "default-src 'self'; frame-ancestors 'mone

'" always;

add_header X-Content-Type-Options "nosniff" always;

add_header Referrer-Policy "strict-origin-when-cross-origin" always;
add_header Permissions-Policy "camera=(), geolocation=()" always;
server_tokens off;

X Classic mistake: fail-open exception handling (A10:2025)

try: allowed = authz.check(user, doc) except Exception: allowed = True (or an
empty catch that falls through to the handler). When the policy service times out under load,
every request is authorised: an outage of one dependency becomes a full access-control bypass,
and nothing is logged. Fix: default allowed = False, fail closed on every exception, log the
failure with context (A09) and alert on the error rate.

HSTS max- 2 years: browsers refuse plain HTTP to the site for that long
age=63072000

frame-ancestors 'none’ no site may frame the page: blocks clickjacking

nosniff browser must not guess a file's type: stops an upload being run as script
« Mitiga by cateeo server__tokens off hides the nginx version from error pages and headers
gation by gory
Risk Primary c Is /var/www/btnl/
D index.php
A01 Access control Deny by default; one central server-side authorization mechanism; own- I [ st/ :V*’O/Z source ﬂ”d:jg}vk lov/;:;)ff':zfﬂ_fd“lmpef rebuild the repository
- a . .env atabase password, eys, D in clear text
ership check on every object (WHERE owner_id = :user); log access config.php.bak editor or manual backup: not run by PHP, served as source code
failures; rate-limit APls; short-lived JWT .DS_Store macOS folder index: lists file names the attacker had not guessed
A02 Crypto Classify data; TLS 1.2+ and HSTS’ AES-GCM for data at rest; Argonzid phpinfo.php versions, paths, loaded modules, environment variables
. . ite-2026-09-01. zif db.sql.gz: th hole sii abl
or berypt for passwords; keys in KMS/HSM (key management service / 0O ba;k“z// st Ep CrClsi A BiDUIEE S O CIEEr (EEE
. . uploads
hardware security module); CSPRNG (cryptographically secure random); avatar-102.png
no MD5/SHA-1/RC4/DES; plan post-quantum (FIPS 203 ML-KEM) | B sHell pHp.ipg runs as PHP if the server maps .php anywhere in the file name
R R 2 2 H H = hable: ACME chall 3 ity.
AO03 Injection Prepared statements or ORM (object-relational mapper); allow-list vali- -vell-knoun/ must stay reachable challenges, security.txt
assets/ CSS, JS, images: the only folder that needs to be public besides index.php

dation; context-aware output encoding; CSP (Content Security Policy);
LIMIT on queries; never eval user data

A04 Design Threat model (STRIDE: spoofing, tampering, repudiation, info disclo-
sure, DoS, elevation) per feature; abuse cases; paved-road (pre-approved)
architectures; business limits (retries, spend); tenant segregation

A05 Misconfig Repeatable hardening; minimal platform; no samples or default accounts;
security headers; XXE disabled in parsers; config scanning in Cl
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Parameterised query (A03, Python)

# vulnerable: string concatenation

cur.execute (f"SELECT * FROM users WHERE id = {user_id}")
# safe: driver-level parameters

cur.execute ("SELECT * FROM users WHERE id = %s", (user_id,))
# safe: ORM
User.objects.get (pk=user_id)

invoices.py

# AO1 VULNERABLE: any caller reads any invoice by changing the id
Qapp.get("/invoices/<int:inv_id>")
def get_invoice(inv_id):

return Invoice.query.get_or_404(inv_id).to_json()

# AO1 FIXED: authenticated, and the owner is part of the query
Qapp.get("/invoices/<int:inv_id>")
@login_required
def get_invoice(inv_id):
inv = Invoice.query.filter_by(id=inv_id,
owner_id=current_user.id).first_or_404()
return inv.to_json()

Python (Flask)

Equifax detects the

Struts 2.3.32 / 2.5.10.1 intrusion
released 2017-07-29
2017-03-06 portal taken offline,
mass exploitation seen Equifax breach begins patched
2017-03-07 2017-05-13 2017-07-30
-<\ |
[ Patch available, not applied - 68 days ]

Attackers inside -

78 days

Attacker

] [ Web app (EC2)

Metadata service
169.254.169.254

S3 / cloud API

1.
?url=http://169.254.169.254 /latest /meta-data/iam /security-credentials/

2. IMDSv1: plain GET, no token
needed
3. role name, then
AccessKeyld, SecretAccessKey,
Token
( ———————————
4. response body echoes the
temporary credentials

é ____________ L

5. ListBuckets, GetObject with the stolen role, from the attacker's own IP

>

Detect: CloudTrail calls with the instance-role credentials from an IP outside
your VPC (GuardDuty InstanceCredentialExfiltration); WAF or app logs with

169.254 / localhost in parameters

IMDSv2 (HttpTokens=required): a session token must first be fetched with PUT
/latest/api/token and an X-aws-ec2-metadata-token-ttl-seconds header, which a
URL-fetching SSRF cannot send; hop limit 1 stops containers behind the host from

A\ Practitioner notes and traps

Log4Shell (CVE-2021-44228, Dec 2021) is both A06 (vulnerable component) and A03 (in-
jection: a logged string triggered a JNDI remote lookup). Capital One (2019) was A10 SSRF:
a misconfigured WAF fetched the EC2 metadata service, the stolen role credentials then read
S3 buckets. SolarWinds (2020) and xz-utils (2024) are A08 integrity failures in the build and
supply chain.

reaching it

Category What the tester checks Evidence of the flaw

A01 IDOR Request another user’s object id with  Data of user B returned to user A
your own session

A01 CORS Send a foreign Origin header Origin reflected with

Allow-Credentials: true

A03 SQLi Add a quote, then a true/false or de- DB error, or responses/timing differ
lay condition

AO03 SSTI Submit a template arithmetic expres-  Page shows 49: input is evaluated
sion like {{7*7}}

A05 XXE XML body declaring an external en- Parser contacts that host (out-of-
tity to a host you control band)

A07 Log in with an unknown vs known Different error text or timing: user
user enumeration

A10 SSRF Point a URL parameter at a collabo-  Inbound request from the app server

rator host

Which 2021 category absorbed XSS (cross-site scripting)?
o AO03 Injection

Which 2021 category absorbed XXE (XML external entities)?
@ A05 Security Misconfiguration: the fix is disabling external entities in the parser

Two 2021 categories added from the community survey rather than data?
© A04 Insecure Design and A10 Server-Side Request Forgery
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Where does insecure deserialization sit in 20217 3@ Which 2021 category has the most mapped CWEs?
@ A08 Software and Data Integrity Failures @ A04 Insecure Design (40)

@@ CWE number for SSRF? What changed for SSRF in the 2025 release candidate?
© CWE-918 Server-Side Request Forgery © Merged into A01 Broken Access Control
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