Security Certification Landscape

CISSP, CISM, CISA, CRISC, CEH, OSCP and the CompTIA track | focus, audience, format, experience, career path, how to choose

#Certifications #CareerPath  #StudyPlan #Comparison

& Who issues what

® INFO

Figures below are the ones the issuers publish (verified 2024-2026); prices, fees and minor rules
change often, so check each issuer's exam page before booking. Full names: CISSP Certified
Information Systems Security Professional; CISM Certified Information Security Manager; CISA
Certified Information Systems Auditor; CRISC Certified in Risk and Information Systems Con-
trol; CEH Certified Ethical Hacker; OSCP OffSec Certified Professional; CySA+ Cybersecurity
Analyst; CCSP Certified Cloud Security Professional; CGEIT Certified in the Governance of
Enterprise IT; CDPSE Certified Data Privacy Solutions Engineer.

ISC2 — Non-profit that issues CISSP, CCSP, SSCP, CC and the CISSP concentrations (ISSAP,
ISSEP, ISSMP).

ISACA — Professional association for audit, governance and risk; issues CISA, CISM, CRISC, CGEIT
and CDPSE.

EC-Council — Commercial training body that issues CEH, CHFI, CPENT and related certifications.

OffSec — Offensive Security, the company behind the PEN-200 course and the hands-on OSCP
exam.

CompTIA — Vendor-neutral IT association; Security+, CySA+, PenTest+, SecurityX (ex-CASP+)
and SecAl+.

ISO/IEC 17024 — Standard for bodies that certify persons; CISSP, CISM, CISA, CRISC, CEH and
the CompTIA security exams are accredited under it (check each issuer).

DoD 8140 — US Department of Defense cyber workforce qualification framework that replaced DoD
8570; lists accepted certifications per work role.

CPE / CEU — Continuing professional education credits (ISC2, ISACA) or continuing education
units (CompTIA) needed to keep a certification active.

Cert Issuer Focus Audience Level

CISSP 1ISC2 Broad security pro- Security managers, Senior
gramme, 8 domains architects, senior engi-

neers

CISM ISACA Security governance and Security managers, Senior
programme manage- CISO track
ment

CISA ISACA IS audit, control and IT auditors, assurance, Mid-senior
assurance compliance

CRISC ISACA IT risk identification, Risk managers, control Mid-senior
response, reporting owners

CEH EC-Council Attack techniques and Early pentesters, SOC, Entry-mid

tools, knowledge exam  HR-filter roles

OSCP
Security+

CySA+

PenTest+
SecurityX

SecAl+

OffSec
CompTIA

CompTIA

CompTIA
CompTIA

CompTIA

Hands-on exploitation
and reporting
Security fundamentals

SOC analysis, detection,
vulnerability manage-
ment

Pentest process, scop-
ing, reporting

Hands-on security archi-
tecture and engineering
Securing Al systems
and using Al in security

Penetration testers, red
teamers

First security role, DoD
baseline

SOC and blue-team
analysts

Junior pentesters, vul-
nerability testers
Senior engineers, archi-
tects

Engineers adopting Al

Mid
Entry
Mid

Mid

Senior

Mid

(© Exam format and experience requirements

Cert Items Time Passing Style

CISSP 100-150 (CAT: comput- 3 h 700,/1000 Adaptive, no going back
erized adaptive testing)

CisM 150 4 h 450 (200-800 scale) Multiple choice

CISA 150 4 h 450 (200-800 scale) Multiple choice

CRISC 150 4h 450 (200-800 scale) Multiple choice

CEH v13 125 4 h Cut score varies by form Multiple choice; Prac-

0SCP / OSCP+

Security+ SYO0-
701

CySA+ CS0-003
PenTest+ PTO-
003

SecurityX CAS-
005

SecAl+ CY0-001

Lab machines, 100
points
90 max

85 max
90 max
90 max

Check comptia.org

23 h 45 min + 24 h
report
90 min

165 min
165 min
165 min

Check comptia.org

70 points
750 (100-900)
750 (100-900)
750 (100-900)
Pass/fail

Check comptia.org

tical is a separate 6 h
lab

Proctored hands-on plus
written report

MCQ (multiple choice)
+ PBQ (performance-
based, simulated task)
MCQ + PBQ

MCQ + PBQ

MCQ + PBQ

MCQ + PBQ

Cert Experience to be certified Maintenance

CISSP 5 years paid in 2+ of the 8 domains; 1-year waiver 120 CPE per 3 years, annual fee
(degree or approved credential); Associate of 1ISC2
until then

CISM 5 years in information security, including 3 years in 120 CPE per 3 years (min 20 per
security management across the job-practice do- year), annual fee
mains

CISA 5 years in IS audit, control, assurance or security; 120 CPE per 3 years (min 20 per

waivers of up to 3 years exist

year), annual fee
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CRISC

3 years in IT risk and control across at least 2 of
the 4 domains (check the domain rule on isaca.org)

120 CPE per 3 years (min 20 per
year), annual fee

Positioning: technical depth vs management breadth

CEH Official training, or 2 years of security experience EC-Council ECE credits over 3
with an eligibility application years (check current rule) Where each certification sits: hands-on technical vs
OSCP+ None enforced; PEN-200 course expected OSCP+ valid 3 years (renew by management and assurance, entry to senior
CPE, another OffSec exam or re-
exam); original OSCP does not
expire Senior technical Senior management
Security+ None enforced; about 2 years of IT with security 50 CEUs per 3 years ) @ cissP
recommended @ SecurityX S
CySA+ None enforced; Security+ level plus analyst experi- 60 CEUs per 3 years
ence recommended ® oscp A
PenTest+ None enforced; 3-4 years hands-on recommended 60 CEUs per 3 years . —
SecurityX None enforced; 10 years IT including 5 years hands- 75 CEUs per 3 years @ CRISC
on security recommended
5 EXAM TIP 3
ISACA candidates may pass before they have the experience: ISACA allows the experience to
be gained within 10 years before applying or up to 5 years after passing (check the current O @&
rule). ISC2’s equivalent is the Associate of ISC2 status with 6 years to gain the experience.
@ OsA+ @ 150 27001 LI / LA
® OSCP+ (November 2024 changes) @ PenTest+
Since 1 November 2024, passing the exam grants OSCP+, valid three years; holders of @ security+
the original OSCP keep it for life. The exam gained a mandatory Active Directory set in an @ 'sC2 cC
assumed-breach scenario (a low-privilege domain account is given, 40 points for the whole set), Entry-mid technical Entry-mid governance
kept three standalone machines (up to 60 points, 20 each) and dropped the 10 bonus points >
once earned from course exercises. Pass mark stays 70/100, and a professional report with re- Focus
producible steps is mandatory: without it, points do not count.
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Audit process, sampling, evi- D6 D1
dence

Controls, programme, metrics D1, D7 D3 D2, D5 D3, D4
Asset classification, data lifecycle D2 D3 D5 D4
Architecture, cryptography, cloud D3 D5 D4
Network security D4 D5 D4
Identity and access management D5 D3 D5 D4
SDLC, acquisition, change D8 D3 D3 D4
Incident response D7 D4 D4 D3
BIA, BCP, DRP D1, D7 D4 D4 D4
Third-party and vendor risk D1 D3 D2 D3
Privacy D1, D2 D2 D4
v X

Domain names behind the crosswalk. CISSP (2024 outline): D1 Security and Risk Management, D2
Asset Security, D3 Security Architecture and Engineering, D4 Communication and Network Security,
D5 Identity and Access Management, D6 Security Assessment and Testing, D7 Security Operations,
D8 Software Development Security. CISM (2022): D1 Information Security Governance, D2 In-
formation Security Risk Management, D3 Information Security Program, D4 Incident Management.
CISA (2024): D1 Information System Auditing Process, D2 Governance and Management of IT, D3
Information Systems Acquisition, Development and Implementation, D4 Information Systems Opera-
tions and Business Resilience, D5 Protection of Information Assets. CRISC (2021): D1 Governance,
D2 IT Risk Assessment, D3 Risk Response and Reporting, D4 Information Technology and Security.
The same topic is examined through a different lens: CISA audits it, CRISC assesses its risk, CISM
manages it, CISSP designs and operates it.

CISSP

CISM

Mile wide: eight technical and managerial domains

Credibility with engineers and managers
Adaptive exam, 3 h

Management depth: governance, risk, programme,
incidents

Credibility with executives and auditors
Linear 150 items, 4 h

Governance Risk Audit Architecture Operations Offense
cissp _ _ ! ’
CISA 4 3 ) 1
Security+ 3 3 4 2
Cysat ' ’ _ ’
PenTESt+ ’ ’ ' _
SecurityX 3 3 4 2
Technical depth
Renewal effort Management breadth
Cost (exam + prep) Hands-on testing
@ CssP @ Cism 0SCcP+ ([ CEH
Topic CISSP CISM CISA CRISC
Governance, strategy, policy D1 D1 D2 D1
Risk assessment and analysis D1 D2 D1 (audit risk) D2
Risk response, KRls, reporting D1 D2 D2 D3

CEH vs OSCP for a pentest career
v CEH

+ Recognised by HR filters and some government matrices

+ Broad vocabulary of attack classes

+ No lab required for the knowledge exam

X OSCP

— Proves you can compromise and report under time pres-
sure

— Valued by pentest firms and red teams

— Hard: lab time of several months is typical
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X Career paths

1. Security+ 2. CySA+ or CISA 3. CISSP 4. CISM / CRISC 5. CISO

fundamentals, first analyst or auditor programme breadth, 5 manager, risk owner plus CGEIT or an MBA,
role years optional

2. PenTest+ or 3. 0SCP+ 4. OSEP / OSWE /

. ;
Sec it CEH CRTO

5. Red team lead

fundamentals process and vocabulary hands-on proof specialisation plus reporting and

client skills

3. Vendor cloud 4. SecurityX or

1. Security+ security CCSP

2. CySA+ 5. CISSP-ISSAP

fundamentals SOC analyst AWS, Azure, GCP senior engineer,

specialty architect

Your next goal

Less than 2 years
in security?

enterprise architect

Yes Security+

No

Hands-on tech-
nical role?

Yes No_

AN

[ CySA+, then SecurityX ]

OSCP+ (PenTest+

or CEH first if new) [ CISA

Risk Programme

CRISC CISSP, then CISM

Before paying for any exam

v Read the current exam outline or job practice on the issuer's site
v Confirm the experience rule and whether you can pass first and qualify later
Budget the annual fee and CPE effort for the whole cycle

Check which certifications your target employers and contracts ask for (DoD 8140, public
tenders)

Stack certifications whose CPEs overlap (one course can count for several)

A SOC analyst with 3 years’ experience wants recognition for detection work. Best
fit?

@ CySA+ (analysis, detection, vulnerability management); CISSP later, once 5 years in two
domains are reached.

An IT auditor must assess controls over change management and access. Which cer-
tification matches the job?
o CISA: IS audit process, governance, acquisition, operations and protection of assets.

A security manager wants the most recognised broad credential for a CISO track.
Which pair?
o CISSP for breadth and credibility, then CISM for governance and programme depth.

@ What changed for OSCP holders on 1 November 20247
o New passes grant OSCP+, valid 3 years; the exam includes an assumed-breach AD set and
no bonus points. Existing OSCP stays lifetime.

® How each exam thinks

The same scenario has a different right answer depending on the exam, because each certification
tests a different job. Knowing the persona the exam expects is worth more points than any single
fact

Exam Persona Typical best answer

CISSP Security adviser to manage- Protect people first, then align with business goals; choose

ment policy, risk assessment or process before a technical fix

CISM Information security manager Align with business objectives and obtain senior manage-
ment support; the business owner accepts risk, not the
security manager

CISA Independent IS auditor Gather sufficient evidence, report findings to the audit com-
mittee, never implement or fix controls yourself (indepen-
dence)

CRISC Risk practitioner Identify and analyse risk in business terms, hand the deci-
sion to the risk owner, monitor with KRIs (key risk indica-
tors)

CEH Tool and technique vocabu- Name the phase, technique or tool; pick the countermea-

lary sure that directly defeats it

OSCP Hands-on tester Enumerate thoroughly, gain proof, document every step so

a client can reproduce it

Scenario: an unpatched internet-facing server is discovered. CISSP: assess the risk and apply
change management before patching. CISM: inform the asset owner, who decides the treat-
ment in line with risk appetite. CISA: document the finding with evidence and report it; rec-
ommend, do not patch. CRISC: record it in the risk register, evaluate exposure against ap-
petite, propose a response to the owner.
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Scaled score — Raw points converted to a fixed scale so exam forms of different difficulty are

comparable; ISACA 450/800 and ISC2 700/1000 are not percentages.

CAT — Computerized adaptive testing: each answer sets the difficulty of the next item and the

exam stops once the candidate's ability is estimated with confidence.

Job practice — ISACA’s name for the exam outline: domains, weights and task statements derived

from a survey of practitioners.

Endorsement — ISC2 step after passing: a certified member attests the candidate’s experience and

ethics before the credential is awarded.

Typical self-study effort for a candidate with the required experience
(editorial estimate)

OSCP+ (PEN-200 labs)

CISsspP
CISA
CIsM
CRISC
CEH

Security+

OSCP+

SecurityX, CySA+, PenTest+
CEH (knowledge exam)
CISSP, CISM, CISA, CRISC

® CISSP outline refresh new outline effective 15 April 2024; same 8 domains, weights adjusted

@ 30n

300 h

® CAT 100-150 items, 3 h ISC2 shortened the adaptive exam in April 2024 (was 125-175 items, 4 h)

OSCP+ with 3-year validity renewal now required for new passes since November 2024
® CASP+ renamed SecurityX CAS-005 launched December 2024

@® DoD 8570 retired replaced by DoD 8140 role-based qualification (verify transition dates for your contract)

ISC2

ISACA

CompTIA

EC-Council

OffSec

‘ CRISC weights

CAS-005, PT0-003

SY0-701

‘ CEH v13
‘ 0SCP+

Self-test: match the job need to the credential

Job need

P
Hands-on exploitation plus
° reproducible report

L J

P
Independently audit change and access
° controls

L J
[° Own the risk register, report KRIs ]
r N
Run the security programme, advise the
board
L J

P
Breadth across eight domains, senior
roles

A J/

[° First security job, DoD 8140 baseline ]

<

today
Best-fit credential
r N
Al A CRISC
L J
r N
B CISM
L J
[ C Security+ ]
r N
D OSCP+
L J
r N
E CISSP
A J/

-

= |

Key: 1--D 2--F 3--A 4--B 5--E 6--C
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