SC-200 Domain 1: The Security Operations Environment

SC-200 skills measured, domain 1 Manage a security operations environment (20-25 %), as of 2026 | Defender portal and unified SecOps, unified RBAC, device groups and automation levels, alert tuning, indica-
tors, advanced features, Sentinel onboarding, data lake and retention, Security Copilot set-up

SC-200 Domain 1 Defender XDR Unified RBAC Sentinel

e portal, many signa unified RBAC and Entra

Unified security operations in the Defender portal Category Permissions inside Give it to
Overview Security operations = security data basics (read alerts, = tier 1-2 analysts, responders
One console, security.microsoft.com, where SOC analysts see incidents from Defender XDR products, incidents)

Defender for Cloud and Microsoft Sentinel. alerts management

response (isolate, AV scan)
live response basic / advanced
file collection

email quarantine and advanced actions

Close up

Sentinel is connected (onboarded) to the portal; its incidents, analytics rules, hunting and
automation appear next to XDR features:

= one incident queue with correlation across Sentinel and XDR alerts
= advanced hunting queries both Sentinel workspace tables and XDR tables Security posture
= automatic attack disruption and Security Copilot work across both

vulnerability management = vulnerability and posture teams
exception and remediation handling

application handling

secure score

Under the microscope

Under the hood: Defender XDR keeps 30 days of advanced-hunting data; Sentinel keeps the analytics tier
(90 days included, up to 2 years) and the data lake for long, cheap retention. Authorization and settings = core security settings = SOC engineers, platform admins
= onboarding needs Owner or User Access Administrator on the subscription plus Sentinel Contributor detection tuning (custom detections,

= one primary workspace, others can be added alert tuning)

= Azure portal Sentinel experience is being retired (check the date) = system settings

= role management

OO0

Sources Collector Storage Consumers
| S
G
Q] It Microsoft Entra role In the Defender portal
queue
Devices, DCs (r—— a a._n 5 A 5 5
(MDE, MDI) e T, p— Security Administrator manage settings, policies, incidents across Defender products
H | S — . . . . .
— h“";'"g)(” Security Operator manage alerts and incidents, run response actions; no policy
 EEEEEE— ays [
M365 mail ity S4B Advanced changes
N i — A . H . "
SaaS (MDO, C°:]°g':]t;°" hunting Security Reader / Global read-only investigation
—_——
MDCA) alerts - events - logs normalised tables Sentinel KQL Readel’
a"i:zt'cs Global Administrator everything; avoid for daily SOC work (PIM)
| G 's N
Clouds Sentinel data Automation
—
(Defender for Z?\;IIR?CSET?, (AI;RL;;;L‘ZSV Ia EXAM TIP
Cloud)  EEEEEEE— play ) .. . . .. -
API) Sentinel data Least-privilege SOC questions: 'tier 1 must manage incidents but not change policies’ — Se-
), | S — . e . . . . . v
— Ho curity Operator (or a unified RBAC role with security operations permissions only). 'Analyst
G N . y e . .
3rd party Security must run advanced live-response scripts on servers only’ — unified RBAC role with live re-
(connectors) Copilot sponse advanced scoped to the server device group. Remember to activate unified RBAC for
each workload after creating roles.
| S —
| —
) —— ) S — ~———oo ~——o—o o

®) Tadata | tadata.fr | contact@tadata.codes


https://tadata.fr

3t Defender for Endpoint tenant settings

Why it matters

Setting Where / values

rank-ordered rules (name, domain, scope analyst access and set automation
OS, tag); first match wins; 'Un- per group

grouped devices' last

Full; Semi (approval for any / core full = AIR remediates without waiting (rec-
/ non-temp folders); No auto- ommended)

mated response

automated investigation, live re- many exam answers are 'turn on the ad-
sponse (+ for servers, + unsigned vanced feature first’

scripts), EDR in block mode, tam-

per protection, custom network

indicators, web content filtering,

device discovery

Device groups

Automation level

Advanced features

Indicators file hash, IP, URL/domain, cer- custom IP/URL indicators need network
tificate; allow / audit / warn / protection in block mode
block / block and remediate; up
to 15,000 per tenant (as of 2026)

Alert tuning conditions on evidence (file, pro- removes known false positives without dis-

cess, IP, device, user); action hide abling the detection
or resolve
share signals and block unsanctioned apps

from the endpoint

Intune (compliance by risk), De-
fender for ldentity, Defender for
Cloud Apps, Purview

Integrations

Action How

name, automation level, membership rule (Tag Equals 'Servers-
Prod’), user groups with access

Settings -> Endpoints -> Device groups ->
Add device group

Set-MpPreference -DisableRealtimeMonitoring is ignored (logged) when tamper protection is on: the expected exam
$true answer to 'admin keeps disabling AV’

Settings -> Microsoft Defender XDR -> Alert hide or resolve alerts from a known benign tool
tuning -> Add rule

Settings -> Endpoints -> Indicators -> File block a SHA-256 across all or some device groups
hashes -> Add

8 Sentinel and data retention for the SOC

= Connect Sentinel to the Defender portal Defender portal — System — Settings —
Microsoft Sentinel — connect workspace; incidents then sync both ways and Sentinel
rules appear under Analytics

= Defender XDR connector in Sentinel brings XDR incidents and alerts (free) and,
optionally, raw advanced-hunting tables (billed) into the workspace

= Analytics tier vs data lake detections and fast hunting on the analytics tier; months
or years of cheap history in the lake, queried with KQL jobs and notebooks

= Search jobs and restore search jobs scan long-term data asynchronously into a _SRCH
table; restore re-hydrates a time range for interactive queries

Quantity Formula

V=Dxs

Daily volume

Retention gap G = tdetect — RxDR

where V' = raw advanced-hunting data ingested per day (GB/day); D = number of onboarded devices (de-
vices); s = average raw event volume per device per day (measure with the Usage table) (GB/device/day);
G = days of evidence you would miss without extra retention (negative = covered) (days); tgetect = dwell
time before the compromise is found (days); Rxpr = advanced-hunting retention in Defender XDR, 30

days (days)

D = 2,000 devices, s = 0.03 GB/day (30 MB) — V = 2,000 x 0.03 = 60 GB/day if every
DeviceEvents-type table is streamed: stream only the tables you hunt on (DeviceProcessEvents,
DeviceNetworkEvents...) or send them to the data lake tier. A breach found after t = 45 days:
G = 45 - 30 = 15 days of endpoint telemetry lost unless kept in Sentinel or the lake.

Tier 3 / IR lead

threat hunters, IR lead,
CIsO

active attacker, multiple
identities or hosts

per crisis plan

true positive, scope beyond
one asset

incident responder

Tier 1
SOC analyst

triage in 15-30 min

needs human judgement
Automation

AIR, attack disruption,
automation rules

seconds-minutes

Severity — entry level

High — Tier 2 - ransomware, admin compromise, data exfiltration (. Medium — Tier 1 - single host malware, phish clicked )

(. Low / informational — Automation - known benign, blocked attempts )
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@ Security Copilot set-up

Capacity

Experiences

Access

Plugins and prompt-

b

provision security compute units (SCUs) per hour in Azure (or the

Copilot portal), with optional overage; usage dashboard shows con-
sumption per plugin and user

standalone (securitycopilot.microsoft.com) and embedded: De-

fender incident summaries, guided response, script analysis, KQL
from natural language, Entra, Intune, Purview

Copilot owner / contributor roles in Copilot; data access still fol-

lows the user's own product permissions (on-behalf-of)

ooks

& Myths, recap and self-test

Microsoft plugins on by default per product; custom plugins (KQL,
API, GPT); promptbooks package repeatable investigations

YOU MAY HEAR BUSTED
“Security Reader can isolate a device”

0 ACTUALLY

Response actions need security operations

permissions

Security Operator or a unified RBAC role with response
permissions.

YOU MAY HEAR
“Alert tuning deletes the detection”

(V] ACTUALLY
It hides or resolves matching alerts only
Detection still runs; review tuning rules regularly.

YOU MAY HEAR
“Device groups are evaluated all at once”

(V] ACTUALLY

Rank order: a device joins the first matching

group

Put narrow groups (servers, VIP) above broad ones.

YOU MAY HEAR
“Advanced hunting keeps data for 180
days”

(V] ACTUALLY
Advanced hunting keeps 30 days; incidents are
kept longer

Stream to Sentinel or the data lake for longer hunting.

Tick a box only when you could explain the point to someone else

D Unified RBAC: permissions X data sources, then D Device groups in rank order set access and
activate per workload automation level
D Tamper protection + EDR in block mode + full D Onboard Sentinel to the Defender portal for
automation one queue
D Plan retention: 30 days XDR, analytics tier,
data lake

©® Which Entra role manages incidents but cannot change security policies?
@ Security Operator.

Which automation level lets AIR remediate without approval?
o Full - remediate threats automatically.

A device matches two device-group rules. Which group wins?
@ The higher-ranked group (lower rank number); first match.

@3 An admin keeps disabling Defender AV with PowerShell. What stops it?
© Tamper protection.

@3 Custom URL/IP indicators do not block. What is missing?
@ Network protection in block mode (and custom network indicators advanced feature).

@ How long does Defender XDR advanced hunting keep data?
o 30 days.

Which feature hides recurring false-positive alerts from a known admin tool?
@ Alert tuning (formerly suppression rules).

€@ Where do you send raw XDR events to a third-party SIEM?
@ Streaming API to Event Hubs (or a storage account).

@ What do you provision to use Security Copilot?
@ Security compute units (SCUs).
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